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Abstract - Radio links exhibit highly unpredictable
properties such as variable bandwidth and bit error rates
that affect the performance of applications in wireless net-
works. Besides, another critical concern is the protection
of applications due to shared and open wireless medium.
However, protection services add additional performance
overhead to carry out their operations, and incur varying
effects on the network performance, depending on link
characteristics. Thus, how to provide protected and high
performance service is a challenging issue in wireless
networks. The problem is even more challenging for
real-time applications such as voice over IP (VoIP) with
stringent delay and packet loss requirements. In this paper,
we present a novel approach to improve application perfor-
mance by implementing Link Aware Protection (LAP) in
wireless local area networks (LANs). LAP exploits dynamic
security policy management (DSPM) scheme for adapting
protection with varying link quality. We present a real-
time implementation of LAP in our wireless LAN test-
bed. As a case study, we demonstrate VoIP performance
on our LAP enabled wireless clients. The results show
the possibility of maintaining an adequate protection and
achieving improved performance for VoIP streams under
link variations.
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[. INTRODUCTION

The popularity of wireless LANs as hot spots has been
increasing in the recent years. In addition to email and web-
surfing, application trend is moving towards real-time applica-
tions such as voice over [P (VoIP} and video [20]. However, the
unfriendly medium characteristics of wireless networks impose
sericus challenges in realizing stringent quality of service
(QoS} requirements of real-time applications such as VoIP
in wireless LANs. For example, wireless medium exhibits
unpredictable and rapidly changing error characteristics which
lead fo high packet losses [18]. Also, wireless medium being
a shared medium leads to frequent packet collisions, which in
turn, cause packet losses and delay in the networks. Moreover,
wireless medium is prone to attacks by malicious users [17],
[11], [26]. Consequently, protection is of paramount impor-
tance in wireless LANs, and requires the use of protection
services to counteract the potential attacks.
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However, protection services add extra overhead in the
network for carrying out their operations. The protection
services add two types of overheads - additional headers/
trailers, and extra processing delay for encryption/decryption,
hashing, and adding headers/trailers, etc. Additional headers
and trailers increase the packet size of applications running
in the network. The increased packet size and extra delay
lead to higher probability of packer errors and collisions,
which in turn, cause higher packet losses and high jitter
in applicaticn traffic. Since real-time applications are highly
sensitive to packet losses, delay and delay jitter, it becomes
a critical concern to achieve desired performance of these
applications with protection services. Therefore, we observe
that there exists a conflict between performance and protection
to transmit real-time applications reliably in wireless LANs.

Our focus in this paper is to deal with the interdependence
of protection and performance of VoIP. The primary reasons
to focus on the profection are many folds. First, we believe
that the protection is the most impertant and integral service
required for wireless LANs with open medium. Thus, it
becomes imperative to evaluate the performance of VeoIP in
a wireless LAN with protection services. Second, previcus
studies have not discussed improving VoIP performance by
considering protection as the main factor. [t creates a gap in
dealing with better performance and better protection for real-
time applications in wireless LANs. Therefore, our effort is to
fill the gap which will ensure required VoIP performance under
adequate protection in wireless LANs. The problem becomes
even more important in military wireless networks, in which
applications, such as voice and videc, require protection with
better performance.

We present a novel approach o improve petformance of
VoIP traffic by implementing link-aware protection (LAP}
system for wireless LANs. Our appreoach utilizes dynamic
security policy management {DSPM} [9] to adapt te varicus
protection policies depending on link quality. We have set up
a real-time test-bed to evaluate cur approach for VoIP traffic.
Our confribution is many folds. First we show that how the
performance of VelP traffic is impacted by protection services
in wireless LANs. Then, we present our dynamic solution,
and discuss its implementation aspects in real-time scenarios.
By presenting real-time results, we show that it is possible
to achieve the required performance of VoIP under adequate
protection in wireless LANs.

The rest of the paper is organized as fellows. Section II
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