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Introduction

This guide is the product of a discussion we had on the Technet forums, which addresses the need of
some users to deploy Lync 2010 while keeping their legacy 3CX system working for current desk
phones.

It wouldn’t have been possible for me to get to this result without the brilliant help of Drago Totev,
who provided the initial idea of using Freeswitch and a useful guide which helped me set up the
basic system with Lync 2010. This guide re-uses portions of his tutorial with permission.

Please note that this solution is neither supported or endorsed by Microsoft or 3CX, and shouldn’t
be used in critical production systems. If you want a fully supported solution | suggest you to take a
look at SmartSip which provides a suitable gateway for Lync, and will let you interface it with... well,
just about anything.

This guide will always refer to using a Skype SIP Trunk, since they’re easy and cheap to obtain, and
can get you up and running in no time, but hopefully you already have a proper trunk provisioned by
some provider you can hook your system up to. Some of the configuration parameters will be Skype-
specific, but | will always point it out in those cases.

By the end of the tutorial you should be able to receive incoming calls and make both Lync and 3CX
ring at the same time, and perform outbound calls as well from both systems.

Ready to start? Let’s go!


http://social.technet.microsoft.com/Forums/en-US/ocsvoice/thread/c1b4e0a1-8a60-4d63-a910-d8006c21b43a
http://www.gmc.cc.ga.us/drop/FreeSwitch_Lync_integration_guide.pdf
http://www.net.com/Pages/Solution.aspx?pgid=229
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What is needed?

1. Microsoft Lync 2010 FE or EE with Mediation role installed and configured properly;

2. 3CXPhoneSystem 9.x with at least one extension configured with a public DID routable from
your trunk provider;

3. Atleast one Lync user enabled for Enterprise Voice with Line URI provisioned with public
routable DID from your trunk provider;
A Skype SIP Trunk or your choice of trunk (could be a single channel with at least one DID);

5. A standalone Microsoft Windows Server 2008 R2 for Freeswitch with single NIC, IP address
on the same or fully routable subnet with Lync server and 3CX PhoneSystem.

Setting up Freeswitch

Make sure your W2K8 R2 is fully patched before proceed further. On my knowledge, there are no
prerequisites prior to installing FS. | would advise to install Wireshark:
http://www.wireshark.org/download.html| because most definitely something will not work out of
the box.

Once Wireshark is installed, download FS (64 bit installer) from this link:
http://www.freeswitch.org/node/295



http://www.wireshark.org/download.html
http://www.freeswitch.org/node/295

Run the installer and select “Complete” installation. The files will be placed in “C:\Program
Files\FreeSWITCH”. | would advise you to create shortcuts on your desktop to the installation folder
because we will be visiting it at least 1000 times.

1. Navigate to “C:\Program Files\FreeSWITCH\conf” and open vars.xml with text or XML editor.

2. Locate this line —

<X-PRE-PROCESS cmd="set" data="console loglevel=INFO"/>

and change “INFO” to “DEBUG”. We need raised logging level until get everything going.
3. With the file still open, scroll down and delete the following lines, as they’re not required
and will only introduce confusion later:

cer=example.com” />

~u name

ain=example.com” />

4, Now we have to set the trunk with our provider. Navigate to “C:\Program
Files\FreeSWITCH\conf\sip_profiles\external”. There you will see one file — example.xml

5. If you want to set up your own trunk, visit this link:
http://wiki.freeswitch.org/wiki/SIP_Provider Examples and select your provider (hopefully,

it will be in the list). Read the notes and copy the portion that exemplifies the provider’s
registration. Please note that some settings in the dial plans later will be specific to Skype
SIP.

6. In this guide, we will use a Skype SIP Trunk, so rename the file to skype.xml, delete its
contents and paste the following (note that we’re talking about Skype SIP Trunks, the ones
you buy using Skype Manager, not a normal Skype account):

7. Start Freeswitch (Start -> Freeswitch). You will see a command prompt window scrolling with
a lot of info that may not make sense right now, and finally stop. | suggest you to increase
the window buffer to 5000 (You'll find it in the properties of the command prompt window)
so you can scroll up enough to see all the debug messages.

8. Type sofia status and press Enter. If you are lucky enough, your provider status will be
shown as REGED (registered).


http://wiki.freeswitch.org/wiki/SIP_Provider_Examples

reeswitch@skhg—sip—router> sofia status
Mame Type

internal—-ipvb profile i Lefh :f5a11:=5868 RUNNING {8>
>

9fd:2c H
external profile p:mod_sof ialf192.168.18.94:56088 RUNNING <8

external::isip.skype.con gateway :99851800113816Psip.skype..com REGED
internal profile RUNNING <@>
internal:z:1 gateway NOREG
internal:z:3cx gateway i NOREG
4 ALIASED

First, note that the gateway is listed as sip.skype.com. This is because above we have
“<gateway name="sip.skype.com">". The gateway name is important, because later we’ll
have to refer to it to place outbound calls. Second, if the registration does not succeed, start
Wireshark and see what’s going on. Lastly, Google is your friend. Search strings such as
freeswitch and provider_name might give you a hint or solution. Do not proceed further until
the trunk registration is successful.

9. Now that the trunk is successfully registered, the next step is to set up Lync as a gateway.
Navigate to “C:\Program Files\FreeSWITCH\conf\sip_profiles\internal” and create a new file
named “lync.xml” with the following content (xxx.xxx.xxx.xxx is the IP address of your Lync
(Mediation Role) server. Note the port: 5068. This is the default Lync port for SIP over TCP,
but if you changed yours, adjust it accordingly:

10. Now let’s set up 3CX as a gateway too! In the same folder as above create a file named
“3cx.xml” and paste the following contents into it (again, replace xxx.xxx.xxx.xxx with the IP
of your 3CX server, we’ll use UDP for it, since it’s more tested than TCP — although it
supports it):

11. The next step is to configure the inbound routing. Navigate to “C:\Program
Files\FreeSWITCH\conf\dialplan\public”, and create a new file called 01_inbound_did.xml,
and replace the content with the following. This file will route any inbound call to both
systems:

First, the Regex “*(\d{12})S” means “Match numbers that are exactly 12 digits long (e.g.



12.

44207123456). If your provider sends the number with a + prepended in front of it, you may
want to change it to 13 digits. In any case, we have to normalize the number to E.164, which
is done here:

So, for a 13 digits INVITE, we should use:

<condition field="${sip to user}" expression=""(\d{13})s$">

and

<action application="bridge" data="sofia/gateway/lync/+$1,sofia/gateway/3cx/+$1"/>

Now it’s time to set up outbound routing! Navigate to “C:\Program
Files\FreeSWITCH\conf\dialplan\public” and create a file named 00_outboud_did.xml| with
the following content:

Make sure your Lync will be set up properly to send the number in an expected format to
Freeswitch, Drago for example prefers to remove the + before sending INVITE to the
gateway. You may need to uncomment the ignore_early_media line, depends on the
provider, in some cases it can help with the ring back.

One last note: during the initial phase of configuration and testing, disable Windows Firewall
on the Freeswitch server. Once you get it running, go back and adjust accordingly.



Configuring Lync
1. Remote desktop into your Lync Frontend server
2. Start Lync Topology Builder
3. Right click on PSTN Gateways, and create a new gateway as follows:

Define New IP,/PSTN Gateway E3 |

Gateway FQDN or IP Address *

I ip.of.your.fresswitch

Listening port for IF/PSTN gateway: *
| soss

Sip Transport Protocal:
&+ TCP

T TS

Help DK I Cancel

4. Right click on your Mediation server inside Mediation pools

5. Assign the newly created PSTN gateway to it

6. Publish the topology

7. Important: Restart the Lync Mediation Server service or these changes won’t take effect
8. Start Lync Control Panel

9. Go to Voice Routing -> Dialplan and right click on the Global dialplan

10. Scroll to Normalization rules and create a new one



11. Set up the parameters as follows. This simple dial plan means that if we start a number with
0, exactly 11 digits long (which is the way you dial a national number in the UK), e.g.
02071234567, it will automatically convert it in international format. This is specific to
Skype, as it wants to receive the number with an international prefix in front of it. If you
have another provider it may allow you to dial national numbers without having to prepend
the +44. Please note the test conversion | did on the bottom of the screenshot:

Edit Normalization Rule - Prefix All

g/' OK | X Cancel (7]

arimag L
Starting digits:
0
Length:
Exactly w |11

[

Digits to remove:

1

a0

Digits to add:
+d4

Pattern to match:*

OnGELONS

Translation rule:*

+4451

Edit 7

|| Internal extension 7

Dialed number to test:

02071234587 Go

Mormalized number: +442071234567 -



12. Now go to Route and create a new route, to redirect external traffic towards Freeswitch.
This route will match anything starting with + or with 0... (part 1):

Edit Voice Route - PSTN Metwork

JOK X cancel ':@'
Mame:* o
PSTM Network

Description:

External PSTN calling

Build a Pattern to Match

Add the starting digits that you want this route to handle, or create
the expression manually by dicking Edit.

Starting digits for numbers that you want to allow:

Type a valid number and then click Ada.

Add

Exceptions
0

Remaove

Match this pattern:*

Edit ?

|+ Suppress caller ID

Alternate caller ID:*

13. Scroll down in the interface and fill in the second part (we need to suppress the caller ID as

Skype wants the username, but your provider will probably be fine with the caller ID being
transmitted). And add the associated gateway:

Edit Voice Route - PSTMN Network
J 0K K Cancel

(7]
a
|+ Suppress caller ID
Alternate caller ID:*
991728937129793
Associated gateways:

PstnGateway:192,168.10.94

Remaove

Associated PSTN Usages
“=Select...

PSTN usage record Associated voice policies

Standard €\ Globa

Translated number to test:




14. Open Trunk Configuration and edit Global, make sure the three magic tickboxes in the
middle of the screen are set as follows if you want to get traffic through:

|__| Enable media bypass
|+ Centralized media processing

|__| Enable refer support

15. Edit an extension, and enable it for Enterprise Voice, and set up the line URI accordingly. For
example, if your Skypeln number you bought is +442071234567, in that field type
tel:+442071234567;ext=567 — the second part is for when you'll want to set up internal
phone calls to the extension directly.

Now, if you dial your DID from any phone, you should see a lot of text scrolling in Freeswitch and
then Lync will start ringing. If it doesn’t please check the debug info thoroughly, as it will show
where the call is hanging, it could be simply a regex failing because you had the wrong number

of digits in your inbound dialplan.


tel:+442071234567;ext=567

Configuring 3CX
The process of configuring 3CX is pretty straightforward, once you know a few gotchas that made
me spend a lot of time in the effort of fixing the configuration.

Login into your 3CX admin interface
Click on VOIP Providers
Create a new Generic SIP Trunk

P wNhPR

Fill in the parameters as follow, to complete the wizard:
VOIP Providers
) Add VOIP Provider Wizard
WOIP Provider Details:
Enter the hostname and port for your VOIP Provider's SIF Server

SIP server hostname or IP |ynur.freesu\'ib:h.i|:u |

SIP Server port 5080 @
QOuthound proxy hostname ar IP |your.ﬁeeswitd1.i|:l

Qutbound proxy port (default is 5060} |5I3ISD |

[ < Back l[ Mext =

Enter a random external number, 0 as user id and 0 as password, it’s not important:

VOIP Providers
<) Add VOIP Provider Wizard

Account Details

Enter the Authentication ID, Password and number of your account

External Mumber |1[JDZD |
Authentication ID |[J | a
Authentication Password |- |

Simultaneous Calls

Maximum simultaneous calls |1[JD| | 6

< Back ][ Mext = l




Don’t bother with the routing right now and just set it to end the call:
VOIP Providers

<) Add VOIP Provider Wizard

Office Hours

Configure where calls should be routed during office hours.

@ End Call

) Connect to Extension 111 v @
(7 Connect to Queue | Ring Group | 200 Skinkers w | 9
(7) Connect to Digital Receptionist | v| @
() Voicemail box for Extension | 500 Max Test v | @
() Forward to Outside Number | | 6
() send fax to email of extension | email of extension 888 b | (7]

Same as Qut of Office hours

[ < Back ][ Mext >

In the next screen just skip the Outbound call rule so we can get out from that wizard.

Now edit the VOIP provider we just created and in the advanced tab make sure the settings
look like this:

General || Advanced || Outbound Parameters " Inbound Parameters ” Source ID || DID |

Provider Capabilities
Configure options related to the SIP capabilities of your provider

Supports Re-Invite 7]
Supports ‘Replace’ 7]
PBY Delivers Audio 9
Switch on Secure RTP (SRTP) ] a

Registration Settings
Configure options related to the SIP capabilities of your provider

Time between registration attempts {in seconds) |60 | 9
Require registration for: | Do not reguire A | 9
Which IP to use in 'Contact’ field for registration: @ External(STUN resolved) 9
) Internal 9
) Specified IP |:| (7]

Codec priorities
Specify which codecs to use and according to which priority.

Available Codecs Assigned Codecs

iLEC Add > G.711 Adaw




6.

Leave outbound and inbound parameters as they are and move on to the DID tab. This is
very important, you need to add ALL the DID numbers that come with your trunk so we can
later route them towards our internal extensions:

| General || Advanced || Outbound Parameters || Inbound Parameters || Source ID || DID |

DID Mumbers

Enter any DID numbers that are linked to any ports on this provider, This list will be used for source identification only - DID routing rules should still be cre
calls to the appropriate extensions,

CEE T —

Now, most important step of all, 3CX will keep on rejecting your incoming calls as
unauthorised until you do this. Open the Source ID tab, then tick the Source identification by
DID box, then press Add DID and select all the DIDs that come with your trunk as follows:

Source identification by DID

If Call Source identification is based on dialled number and DIDs are in use, you need to specify these DIDs here. Specify a Mask, or select
individual DIDs

SIF Field containing DID numbers | Request Line URT : User Part w | @

Source Identification by DID

+442071234567 Add Mask




Now make sure that in the outbound rules you have Freeswitch selected as primary route
for all the external phone calls, and let’s set it to remove the 0 and prepend +44 (this is
Skype specific, other providers won’t require you to provide an international phone
number):

J‘/ Create an Qutbound Call Rule to configure on which PSTN port, WOIP provider or bridge an outbound calls should be placed on

General
Rule Name Rule for Freeswitch | e

Apply this rule to these calls

Define to which outhound calls the rule must apply

Calls to numbers starting with (Prefix) |0

|
Calls from extension(s) || | (7]
Calls to Mumbers with a length of | |

Make outbound calls on

Configure up to 3 routes for calls, The second and third route will be used as backup. For each route, digits can be stripped or added.

Strip Digits Prepend
Route 1 |Freeswitd1 v| | 1 v| |+44 | 9
Route 2 | v| | 1 v| | | @
Route 3 | v| | 1 v| | |

Now the boring bit: Go to inbound rules, you'll see a list of all the new DIDs you configured
for your Freeswitch provider. You'll basically have to set each one up to connect to an
extension (or to just end the call if it’s an unallocated number). That’s pretty

straightforward:

DID/DDI number fmask:
Enter a Mask for this DID. You can use the * character either before ar after your mask.

DID/DDI number/mask |+442071234567 | @

Apply this rule to these ports

Select the Gateway you want this DID/DDI rule to be applied to. You can select on the whole gateway which will apply the rule to all the ports, or you can
select individual ports.

Available ports |49 spitfire - UK @
4 Freeswitch

Office Hours
Configure where calls to this DID/DDI should be routed during office hours.
©) End Call
@ Connect to Extension | 600 Max Test b | 9
() Connect to Queue / Ring Group | 800 Skinkers - | e
() Connect to Digital Receptionist | w | (7]
() Voicemail box for Extension 600 Max Test

) Forward to Outside Mumber
) send fax to | email of extension 883 hd | (2]

[7] Setup Specific Office Hours Set up Specific




How to verify if everything works
Ok, now that we’ve set everything up test the following thing in order:

e From a mobile, call your DID number (e.g. our imaginary +442071234567) and check the
Freeswitch window: you should see lots of debug info scrolling through (please mind that if
you use a Skype SIP Trunk, the phone will ring 3 times before actually seeing anything
happening in Freeswitch, that’s due to how Skype works, they take their time to route calls
through). Once you see all the debug info, your Lync and your 3CX extension should ring at
the same time. Make sure you can hear audio on both systems by doing a couple of phone
calls.

e From Lync, try to dial an external number, in our case it could be a national call starting with
0 (e.g. 07791234567), Lync should convert the number into +447791234567 and your
external phone should ring after 3-4 pages of debug info in Freeswitch.

e From 3CX try to dial an external number, the same as above, should ring fine.

If you have problems, as | said before read the logs in Freeswitch, and in 3CX’s Server activity log.

A useful debugging tool is to turn sip tracing on in Freeswitch, type the following in the console:
sofia profile external siptrace on (and off to turn it off)

If you need to change your configuration files (and trust me, you will), instead of shutting down
Freeswitch, the following commands will reload the whole configuration:

reloadxml
reload —f mod_sofia

Hope you enjoyed this guide, and if you got so far without problems, you probably deserve to get
yourself a good beer!

Max Sanna



